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Abstract—Proving or disproving linear information theoretic
inequalities is a fundamental task in information theory, and
it has also been proved to be important in fields like cryptography and quantum communication theory. Manually proving
information inequalities involving more than a few random
variables can often be tedious or even intractable. In 1997,
Yeung proposed a linear programming framework for verifying
information inequalities, which was later extended to construct
analytical proofs and disproofs. However, in practice this framework can be very slow for inequalities involving more than ten
random variables, thus it is impossible to be applied to a wide
range of practical problems. In this paper, we further extend
this optimization-theoretic framework by reformulating the LPs
and applying the Alternating Direction Method of Multipliers
(ADMM) technique, where all the subproblems have closedform solutions and thus can be solved efficiently. The proposed
algorithm is also parallelizable so the performance can be further
improved by running it on a GPU. An online web service is
developed to allow users to prove or disprove their problemspecific inequalities without installing any software package or
dependency.

I. I NTRODUCTION
The importance of computers as a mathematical tool for
automated reasoning cannot be overstated as is evident from
computer-assisted proofs to derive theorems (e.g., proving all
theorems in Principia Mathematica [1]) or to validate wellknown mathematical conjectures such as the four color theorem in graph theory by Heesch–Appel–Haken and the Kepler
conjecture in geometry by Hales [2]. It is thus imperative
to understand how computers can play a similar role of
automated reasoning in the realm of information theory. In this
paper, we present a theoretical and algorithmic framework to
generate computer-aided proofs for information inequalities as
well as demonstrating its scalable software implementation as
a proof-of-concept.
Proving or disproving information inequalities is a fundamental task to prove converse theorems in information theory,
and it also finds important applications in many other fields.
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A practical application of information inequalities can be
found in [3, Example 14.8], where a bound in threshold
secret sharing was proved. In [4], by proving an information
inequality involving 16 random variables, C. Tian settled a
conjecture for exact-repair regenerating codes. Recently, in
[5], the authors showed that in database theory, the output size
bound of a query can be proved by proving a corresponding
information inequality.
In the following subsections, we give a brief review of the
framework developed by the authors in [6], [7] and point out
the scalability issue. This motivates a reformulation of the
optimization-theoretic framework in [6] and [7], thus opening
the door to new algorithmic developments.
A. The Linear Programming Framework
Any linear information inequality can be written in its
canonical form, where all the information measures are represented as linear combinations of joint-entropies. For an
inequality involving n random variables, there are k = 2n − 1
joint-entropy terms, and naturally these terms can be viewed
as the optimization variables in mathematical optimization. We
group these terms into a column vector h ∈ Rk .
Any probability distribution of n random variables can be
represented by a point in Rk , but the converse is not true.
Let N = {1, 2, · · · , n}, one necessary condition is the nonnegativity of the set of elemental inequalities, namely
H(Xi |XN −i ) ≥ 0
I(Xi ; Xj |XK ) ≥ 0 where i 6= j and K ⊂ N − {i, j}
For an inequality
involving n random variables, there are

m = n + n2 × 2n−2 such elemental inequalities, which can
be written in vector form as Dh ≥ 0, where D ∈ Rm×k .
In practice, we often need to prove information inequalities
under some additional problem-specific constraints, which can
be done by adding an additional constraint Eh = 0. Thus, to
verify an information inequality, we can construct b, D and
E, and solve the following linear program (LP) and check the
sign of the optimal objective value p∗ .
min p = bT h
s.t.

Dh ≥ 0
Eh = 0

var.

h.

(LP-Primal)

If p∗ ≥ 0, we conclude that the inequality is true. If p∗ < 0,
the inequality is either not true, or the inequality is a nonShannon-type inequality, which is yet to be completely characterized (see [6, V], [8] and [3, p. 361] for more information).
Now to actually construct the proof or disproof, we need to
look at the dual of the problem
max 0
DT y = b + ET µ

s.t.

y≥0
var.

(LP-Dual)

which would be feasible if the inequality is true, and in
this case we can obtain the optimal dual variables y∗ and µ∗ .
Since they are dual feasible, we have
b = DT y∗ − ET µ∗ .
For any primal feasible h, we have

≥ 0,

If the input inequality is not true or if it is a nonShannon-type inequality, (LP-Primal) would be unbounded
and (LP-Dual) would be infeasible. To construct a disproof
(assuming the inequality is Shannon-type), one would need to
bound the primal variables h so they do not go to infinity. The
easiest way to do so would be to bound H(XN ), which is the
last entry of h. For example, we can solve the following LP
min p = bT h

y, µ,

bT h = y∗T Dh − µ∗T Eh

where the inequality follows as both expressions in the
brackets are rows in Dh while Dh ≥ 0.

(1)

where the inequality follows as y ≥ 0, Dh ≥ 0 and Eh =
0. Note that (1) can be viewed as a certificate of the nonnegativity of bT h for any feasible h, and an analytical proof
can be constructed from it 1 .
Example I.1. To prove the inequality
H(A, B) ≥ I(A; B),
one can rewrite it to the canonical form
−H(A) − H(B) + 2H(A, B) = bT h ≥ 0,

T
−1 −1 2
where b
=
and h
=

T
H(A) H(B) H(A, B) .
The inequality involves 2 random variables, so there are
m = 3 elemental inequalities


0 −1 1
1 h
Dh = −1 0
1
1 −1


−H(B) + H(A, B)
=  −H(A) + H(A, B) 
H(A) + H(B) − H(A, B)
≥ 0.
optimal solution to (LP-Dual) is y∗ =
 One possible
T
1 1 0 , so according to (1), we can construct the proof
as
− H(A) − H(B) + 2H(A, B)
= [−H(B) + H(A, B)] + [−H(A) + H(A, B)]
≥ 0,
1 The idea of constructing analytical proofs using the dual solutions was
discovered simultaneously in [7] and [4].

s.t.

Dh ≥ 0
Eh = 0

(LP-Disproof-Primal)

T

e h=1
var. h,

T
where e = 0 0 · · · 0 1 , and similar to the construction of proofs, its dual also gives us hints to construct a
disproof. The disproof construction is not in the scope of this
paper, and interested readers are referred to [7, IV] for the
details.
B. The Scalability Issue
From (1), we see that the number of elemental inequalities
used in the proof or disproof equals the cardinality of the
optimal dual variables used. For both proving and disproving,
the dual LP has infinitely many solutions, thus it is important
to find a sparse dual solution to ensure that the proof/disproof
is as concise and elegant as possible.
In [7] as well as in software implementations like [9],
[10], the simplex method is used to solve the LPs. It is
well known that the simplex method always gives vertex
solutions, which are solutions at the vertex of the feasible
region, where only a small subset of constraints are active,
thus the dual solutions obtained by the simplex method are
in fact often sparse. However, in practice, the performance of
these simplex-based software implementations deteriorates for
relatively large values of n (n ≥ 10), due to the following
reasons:
1) The worst-case running time of the simplex method is
exponential, and the constraint matrix D grows exponentially with n.
2) The D matrix is very sparse, but the simplex method
takes no advantage of the sparsity of the constraint
matrix.
3) The LPs are highly degenerate (with infinitely many
optimal dual solutions), and the simplex method is
usually quite inefficient in solving such problems.
Note that when applied to some practical problems, the LPs
in the linear programming framework can exhibit symmetric
structures, allowing us to reduce the size of D dramatically.
In [4], C. Tian formulated an LP which can be viewed
as (LP-Primal) with 16 random variables, plus a few extra
constraints. The problem has 65535 variables and 1966112
constraints, which is intractable even for commercial LP

solvers. Fortunately, by exploiting the symmetric structure
introduced by the extra constraints, many constraints and
variables can be shown to be redundant and thus can be
removed from the LP, leaving only 76 variables and 6152
constraints. Similar techniques were also used in [11], [12].
However, when proving general inequalities, the size of the
LPs cannot be further reduced, as the minimality of D has
been proved in [3, p.353].
The performance issue mentioned above prevents the LP
framework in [6], [7] from being readily applied to large
scale problems, thus a more scalable and efficient extension
to the framework is needed. In Section II, we reformulate
the LPs and introduce an ADMM-based algorithm to solve
them efficiently in parallel. In Section IV, we introduced the
software implementation we developed as a web service to
allow users to submit and solve their problem-specific information inequalities without installing any software package or
dependency.
II. PARALLEL C OMPUTATION WITH ADMM
A. Generic ADMM algorithm
Consider the optimization problem

Ax + By = c

var.

x, y,

− 1 T λ2

s.t.

b − DT λ1 + DT λ2 + ET µ = 0
λ1 , λ 2 ≥ 0

var.

(2)

λ1 , λ2 , µ.

Theorem 1. A set of optimal solutions to (D-Merge),
{λ∗1 , λ∗2 , µ∗ }, can be used to construct a proof or disproof
for the corresponding Shannon-type information inequality.
Proof. When the inequality is true, it is easy to see that
in both (LP-Primal) and (P-Merge), we have h∗ = 0 and
p∗ = 0. Thus the extra constraint in (P-Merge), Dh ≤ 1, is
redundant. Redundant constraint has no effect in both primal
and dual, so we conclude that, when the inequality is indeed
true, (P-Merge) and (D-Merge) are equivalent to (LP-Primal)
and (LP-Dual).
If the inequality is not true, (P-Merge) and (D-Merge)
are not equivalent to (LP-Primal) and (LP-Dual), but the
solutions {λ∗1 , λ∗2 , µ∗ } can still be used to construct a disproof.
Specifically, assuming that the input inequality is not true, if
there exists a valid entropy vector h̃ satisfying

ρ
Lρ = f (x) + g(y) + λT (Ax + By − c) + ||Ax + By − c||2 ,
2

using (3) together with the stationarity of Lagrangian

we can show that h̃ can be used as a counter-example to
disprove the inequality, as
∗T
bT h̃ = bT h̃ − λ∗T
1 Dh̃ + µ Eh̃

2

where ρ is a hyper-parameter that we can choose . A
generic ADMM algorithm is given in Algorithm 1.
ALGORITHM 1: Generic ADMM Algorithm
repeat
1. x-update: xk+1 = arg min{Lρ (x, yk , λk )}
2. y-update: yk+1 = arg min{Lρ (xk+1 , y, λk )}
3. λ-update: λk+1 = λk + ρ(Axk+1 + Byk+1 − c)
until Convergence;
The ADMM algorithm and its convergence analysis have
been introduced in great details in [13] and [14, 4.4].
B. Problem Reformulation
Consider the following LP and its dual

Eh = 0
var.

(3)

b − DT λ1 + DT λ2 + ET µ = 0,

with the ρ-augmented Lagrangian

min bT h
s.t. 0 ≤ Dh ≤ 1

(D-Merge)

∗T
∗T
λ∗T
1 Dh̃ = λ2 (Dh̃ − 1) = µ Eh̃ = 0,

min f (x) + g(y)
s.t.

max

= −DT λ∗2
= −1T λ∗2 .
Since we assumed that the inequality is not true, we know
that the optimal objective value of (D-Merge), −1T λ∗2 , should
be strictly negative, thus bT h̃ = −1T λ∗2 < 0. Therefore, such
h̃ can be used as a counter-example to disprove the inequality.
Note that the optimal solution to (P-Merge), h∗ , also satisfies (3), but we cannot use it directly as a counter-example, as
it might not have a corresponding distribution of r.v.s (see the
discussion of non-Shannon-type inequalities in I-A). Instead,
we can only provide hints that the counter-example h̃ should
satisfy (3), and leave the job of finding the exact h̃ to the
users. This is also what the authors of [7] do (see [7, IV]).
Now consider the following LP and its dual
min bT h

(P-Merge)

s.t.

Dh + v = 1

h,

Eh = 0
u, v ≥ 0

2 In

our software implementation and the online web service in Session III
and IV, we use ρ = 2.

Dh − u = 0

var.

h, u, v,

(P-ADMM)

max

− 1T ν2

s.t.

b + DT ν1 + DT ν2 + ET µ = 0
ν1 ≤ 0, ν2 ≥ 0,

var.

(D-ADMM)

ν1 , ν2 , µ,

where (P-ADMM) is obtained by introducing slack variables
u and v to (P-Merge). Comparing (D-ADMM) and (D-Merge),
it is easy to see that if we have a set of optimal solutions to
(D-ADMM), {ν1∗ , ν2∗ }, we also obtain the optimal solutions
to (D-Merge) as {−ν1∗ , ν2∗ } “for free”. Therefore, solving
(P-ADMM) and (D-ADMM) is enough to prove or disprove
any given Shannon-type information inequality.
Finally, we rewrite (P-ADMM) to the following form so
that it is more compact and easier to work with
min

bT h

s.t.

Bh + y = c

(P-ADMM)

var. h, y,
 
 
 
−u
0
D
where B = D, y =  v , u, v ≥ 0 and c = 1.
0
0
E
C. ADMM-Based Algorithm
The ρ-augmented Lagrangian of (P-ADMM) is
ρ
Lρ = bT h + ν T (Bh + y − c) + ||Bh + y − c||2 ,
2
where ν is the Lagrangian multiplier of the constraint
Bh + y = c. With ADMM, we can solve (P-ADMM) using
Algorithm 2.
ALGORITHM 2: ITIP Algorithm with ADMM
repeat
1. h-update: hk+1 = arg min{Lρ (h, yk , ν k )}
2. y-update: yk+1 = arg min{Lρ (hk+1 , y, ν k )}
3. ν-update: ν k+1 = ν k + ρ(Bhk+1 + yk+1 − c)
until Convergence;
In [13, Appendix A], the authors proved that ADMM
converges under the following two assumptions:
1) the objective functions f and g as in Algorithm 1
are closed proper convex.
2) the unaugmented Lagrangian L0 has a saddle point.
Assumption 1) is obviously true since the objective function
is linear in our case. Since our problem is LP, assumption 2) is
equivalent to saying that both the primal and the dual problem
have an optimal solution, which is also the case. Therefore
Algorithm 2 does converge.
The h-update is an unconstrained QP, so we can further get
the following closed-form expression:
1
hk+1 = − (BT B)−1 (b + BT ν k + ρBT yk − ρBT c).
ρ
(h-update)

Note that in (h-update) we use the inversion of BT B only
for showing the closed-form solution. In practice inversing
a large matrix is both inefficient and numerically unstable.
Instead, we apply the Cholesky factorization on BT B to get a
lower-triangular matrix L such that BT B = LLT , and directly
solve the linear system
 via back substitution.
−u
Since y =
, the y-update can be decomposed into
v
u-update and v-update.
The u-update is a constrained QP, but luckily the KKT
system can be directly solved, giving us the closed-form
solution
1
uk+1 = (Dhk+1 + νuk )+ ,
ρ

(u-update)

where νuk is the upper half of ν k . Similarly, for v-update,
we have
1
vk+1 = (1 − Dhk+1 − νvk )+ .
ρ

(v-update)

We can see that every subproblem in our ADMM algorithm
has a closed-form solution, thus it can be solved very efficiently. Notice that ADMM is a numerical algorithm, so the
ν ∗ we get might not be sparse. After its convergence, we need
to do “crossover”, which is essentially taking the numerical
primal and dual solutions and supply them to a simplex solver
as the starting point to “hot-start” a simplex procedure, which
is much faster than solving the LP from scratch [15]. This
“crossover” feature is in fact built-in in most commercial LP
solvers.
D. Efficient Matrix Factorization in h-update
The bottleneck of Algorithm 2 is in the h-update, where at
each iteration we need to factorize a large matrix (BT B ∈
Rk×k ). As B is fixed throughout the algorithm, an obvious
approach is to factorize the matrix at the beginning of the
algorithm, and directly use the factorization in later iterations.
However, this is still slow as Cholesky factorization generally
has a time complexity of O(n3 ). In this section, we develop
an efficient method to compute
the factorization.

D
Recall that B = D, where the only problem-dependent
E
component is E. In other words, different input inequalities
can share the same B matrix, if they involve the same number
of random variables n, and they do not contain problemspecific constraints (E does not exist). Therefore, we can prefactorize the BT B matrix for different n values and cache the
factorization on disk. If the input inequality has no problemspecific constraint, the factorization can be loaded directly
from disk to speed up the computation.
If the input inequality does contain user-constraints, one
can still obtain the corresponding Cholesky factorization from
the cache. Let eTi be the i-th
 row of the matrix E, where
D
E ∈ Rl×k , and let B̃ be
, we have
D

BT B = B˜T B̃ +

l
X

ei eTi ,

i=1

i.e., BT B can be constructed from B˜T B̃ via a series of
rank-1 updates. Since we have the cache of factorization of
B˜T B̃, the factorization of BT B can be efficiently obtained
with complexity O(n2 l), as discussed in [16]. In practice, the
number of problem-specific constraints is usually small, thus
l  k, and therefore this method is much faster than running
the factorization from scratch.
III. N UMERICAL E XPERIMENT
The proposed Algorithm 2 is implemented in C++. Gurobi
[17], a state-of-the-art commercial LP solver, is used in the
crossover step after the convergence of ADMM. The original
simplex-based algorithm is also implemented as a baseline
using Gurobi.
Since all the sub-problems in Algorithm 2 have closed-form
solutions, the algorithm is essentially a series of (sparse) linear
algebra operations, which can be easily parallelized to boost
the performance. To fully unleash the power of this algorithm,
it is also implemented using the CUDA toolkits (cuSPARSE
and cuBLAS) to be executed on the GPU [18].
The average running time over 10 randomly generated
inequalities for the original simplex-based algorithm, our proposed ADMM-based algorithm on CPU and GPU, as well as
crossover are listed in the Table I below. The numbers outside
of parentheses are the average running time in seconds, and
the numbers in parentheses are the number of instances (out
of 10) the algorithm failed to solve within the 3600 seconds
time limit. All the CPU computations are done on a Linux
machine with two 6-core Intel® Xeon® CPUs, and the GPU
computations are done on a machine with one Nvidia® V100
GPU installed.
TABLE I
E XPERIMENT RESULTS
n
10
11
12
13
14

Original
1.88 (0)
20.08 (0)
269.32 (0)
3409.55 (7)
(10)

ADMM (CPU)
1.99 (0)
11.94 (0)
49.13 (1)
231.81 (4)
522.82 (5)

ADMM (GPU)
0.30 (0)
0.91 (0)
8.06 (0)
11.81 (0)
54.06 (0)

Crossover
1.22 (0)
5.44 (0)
35.09 (0)
248.46 (0)
1430.12 (0)

From Table I, we can see that for large n values (n ≥ 11),
CPU ADMM with crossover runs faster and is more reliable
than the original simplex-based method. With access to a GPU,
GPU ADMM with crossover is significantly faster and more
robust than any other methods.
IV. C ONCLUSIONS
As a proof-of-concept, the proposed algorithm
has been implemented as a web service available at
https://itip.algebragame.app. With the service,
users can easily prove their information inequalities, without
the need of installing software packages on their machines

and having access to powerful computers. The web service
can also be useful for educators and students of information
theory, providing them with a quick way to verify inequalities
with human-readable analytical proofs.
In this work we propose a new reformulation of the linear
programming framework developed in [6], [7] and propose
a scalable algorithmic framework based on ADMM. Unlike
previous works [4], [11], [12] where structures of specific
problems are exploited to reduce the problem size, our work
is more general in the sense that it aims directly at the
scalability and computational aspect of proving or disproving
any Shannon-type information inequality, allowing it to be
used on a much wider range of problems.
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