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Abstract— Proving or disproving an information inequality
is a crucial step in establishing the converse results in coding
theorems. However, an information inequality involving more
than a few random variables is difficult to be proved or disproved
manually. In 1997, Yeung developed a framework that uses
linear programming for verifying linear information inequalities.
Under the framework, this paper considers a few other problems
that can be solved by using Lagrange duality and convex
approximation. We will demonstrate how linear programming
can be used to find an analytic proof of an information inequality or an analytic counterexample to disprove it if the inequality
is not true in general. The way to automatically find a shortest
proof or a smallest counterexample is explored. When a given
information inequality cannot be proved, the sufficient conditions
for a counterexample to disprove the information inequality are
found by linear programming. Lastly, we propose a scalable
algorithmic framework based on the alternating direction method
of multipliers to accelerate solving a multitude of user-specific
problems whose overall computational cost can be amortized with
the number of users, and present its publicly-available software
implementation for large-scale problems.
Index Terms— Entropy, mutual information, information
inequality, automated reasoning by convex optimization.

I. I NTRODUCTION

T

automated reasoning in the realm of information theory. In this
paper, we present a theoretical and algorithmic framework to
generate computer-aided proofs for information inequalities.
We also demonstrate its applicability to a variety of problems
and its software implementation as a proof of concept. This
paper presents a step toward a systematic understanding of
“automated reasoning by convex optimization”, where mathematical optimization techniques are used for proof search in
large-scale problems.
In information theory, we may need to prove or disprove different kinds of information inequalities in different problems.
For example, information inequalities often play a crucial
role in establishing the converse of fundamental capacity
theorems or Shannon’s perfect secrecy theorem. As such, it is
important to verify the correctness of a given information
inequality by either providing a rigorous proof or otherwise
disprove it by providing a counterexample. However, to manually prove or disprove an information inequality is non-trivial
in general especially when it involves more than three random
variables.
For example, we may want to check the correctness of the
following two inequalities:

HE importance of computers as a mathematical tool for
automated reasoning cannot be overstated as is evident
from computer-assisted proofs to derive theorems (e.g., proving all theorems in Principia Mathematica [4]) or to validate
well-known mathematical conjectures such as the four color
theorem in graph theory by Heesch–Appel–Haken and the
Kepler conjecture in geometry by Hales [5]. It is thus imperative to understand how computers can play a similar role of

and
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To prove information inequalities, the author in [6] developed a framework for linear information inequalities and
provided a software package known as Information Theoretic Inequality Prover (ITIP) [7]. ITIP and XITIP (similar
to ITIP but it uses a C-based linear programming solver
instead [8]) are widely used software packages, and more
recent implementations include minitip [9] and psitip [10].
These software packages can be used to verify an information
inequality on a computer. For example, if we use ITIP to
verify (1) and (2), we will get “Not provable by ITIP”
and “True”, respectively. However, after we know that (2)
is true, we still need an analytic proof. An analytic proof
is the formal way to verify an information inequality and,
more importantly, it also provides us further insights about
the inequality of interest. One important insight is about the
necessary and sufficient conditions for the equality to hold.

I(A; B|CD) + I(B; D|AC)
≤ I(A; B|D) + I(B; D|A) + H(A) + I(B; D|C)

(1)

I(A; B|CD) + I(B; D|AC)
≤ I(A; B|D) + I(B; D|A) + H(AB|D).
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Consider (2) again which can be proved by showing
I(A; B|D) + I(B; D|A) + H(AB|D)
− I(A; B|CD) − I(B; D|AC)
= H(B|A, C, D) + H(A|B, C, D) + I(B; C|A)

(3)

+ I(A; B|D) + I(A; C|D)
≥ 0,

(4)

where (3) can be easily verified by expressing all the qualities
on both sides in terms of joint entropies. Then we can further
deduce that the equality in (2) holds if and only if all the
qualities on the right side of (4) are equal to 0. In Section II,
we will demonstrate how to use a linear program to obtain a
proof like the one in given above.
Notice that the proof above is not unique, and in fact for any
valid information inequality, there are infinitely many proofs,
and many of the longer proofs are unnecessarily complicated
and hard to gain insights from. Therefore, it would be of
interest if we can construct a shortest proof, which is defined as
the proof involving the least number of elemental inequalities.
This is discussed in details in Sections III and V.
In [11], the open problem of whether exact-repair regeneration codes and functional-repair regeneration codes have
different rate regions was solved. At the core of the proof is
an information inequality involving 16 random variables that is
very hard to prove manually. The author tailor-made a linear
program to find this required information inequality for the
converse result and to render a proof of it.
This interesting result demonstrates that we may need a
machine to find a proof when we are dealing with a large-size
problem involving many random variables.1 The framework
developed in [6] was applied in [12], [13] for characterizing
the rate region of multi-source network coding.2 Following this
line of thought, [14]–[16] have recently developed algorithms
for computing the rate regions of network coding problems
and their variations.
Now, when an information inequality cannot be proved
by ITIP, there are two possible cases. The first case is that
the inequality is indeed true but to verify it is outside the
capability of ITIP. The existence of such inequalities were
first found in [17], [18] and an infinite number of such
inequalities were later reported in [19] (see also [20]–[22]).
These inequalities are called non-Shannon-type inequalities,
which will be explicitly defined in Section IV. Another case is
that the given inequality is in fact not true in general. In other
words, there exist counterexamples which can disprove the
inequality. It is important to distinguish between these two
cases. An analytic counterexample is a formal way to disprove
a (generally untrue) information inequality subject to a given
set of constraints (information inequalities or equalities), and
can also provide us with further insights about when this
inequality can be made to hold true by manipulating the given
set of information constraints.
1 Here we point out a similarity in that the computer-aided verification of
Kepler’s conjecture is based on minimizing a function with 150 variables
with linear programming in a large-scale formal proof project that checks
every logical inference of the proof of the Kepler conjecture by computer
calculations [5].
2 The model studied in [12] is a special case of multi-source network coding.
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The existing computational state-of-the-art only verifies
instead of providing a mathematical proof, i.e., both ITIP and
XITIP are in fact only verifiers instead of provers in contrast
to what their names suggest. The situation gets even more
complex when we study non-Shannon-type inequalities, which
are in general a set of infinite number of inequalities [19]
(this belongs to semi-infinite programming in the optimization
literature) that make the problem dimension much larger and
more coupled to be solved by distributed computation. The
recent work in [1], [2], [11] demonstrate that Lagrange duality,
when applied to the framework in [6], can provide explicitly
a proof or a counterexample, and this procedure can in fact
be automated to solve large problems involving many random
variables. This leads to our online software service AITIP that
we describe in details in this paper.
Here we would like to point out a beautiful analogy between
linear programming and the task of proving an information
inequality, which is illustrated in Fig. 1. We can see that the
geometric aspect of an information inequality is represented by
the primal problem, while the algebraic aspect is represented
by the corresponding dual problem, and hence there is also a
duality between these two aspects of information inequalities.
This key insight motivates the linear programming framework
in Section II, as it shows that an analytic proof derived from
the algebraic properties can be constructed by solving the dual
linear program.3
Overall, the contributions of the paper are as follows:
1) We develop the mathematical theories and algorithms for
proving information theory inequalities using the linear
basic inequalities framework and convex optimization
theory to prove Shannon’s information inequalities.
2) When the given inequality cannot be proved, we show
how to find a smallest counterexample of (generally
untrue) information inequalities by using linear programming to obtain hints for constructing counterexamples
involving as few elemental information inequalities as
possible.
3) We propose a specialized iterative algorithm based on
the alternating direction method of multipliers (ADMM)
to make proving and disproving inequalities involving
a large number of random variables possible. The algorithm is efficient and parallelizable, and it is designed in
a way that part of the computation can be done a priori
and cached, which makes it natural to be used in the
cloud-computing setting.
4) Our numerical simulations show that, for both randomly
generated inequalities and a practical problem in quantum communications, the proposed algorithm is computationally attractive and possesses fast convergence even
for a relatively large number of random variables. Our
algorithm, implemented in an online software service
called AITIP (https://aitip.org), can be readily
used by anyone in the world.
This paper is organized as follows. Section II shows
how to find a proof of an information inequality through
3 A similar analogy can also be found in [23], where the authors used
semidefinite programming to generate certificates of the nonnegativity of
polynomials.
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Fig. 1. Block diagram showing the duality between the algebraic and geometric aspects of information inequalities, as well as the correspondence between
the information inequalities and their corresponding linear programs. By solving the primal problem, we can verify a given information inequality, and by
solving the dual problem, an analytic proof or counterexample can be constructed.

linear programming. In Section III, we introduce the problem
formulation of finding the shortest proofs of information
inequalities, and propose a convex approximation algorithm
that is motivated by the sparse recovery technique in the
compressed sensing literature that yields a feasible proof.
We illustrate how Lagrange duality can help us to disprove an
information inequality in Section IV. In Section V, we provide sufficient conditions for constructing a valid information inequality. In Section VI, we describe a computational
framework combining both ADMM and the simplex method
that makes proving large scale inequalities possible. Finally,
we benchmark the implementation of our proposed algorithm
using randomly generated information inequalities as well as a
practical problem in quantum communications in Section VII,
and give concluding remarks in Sections VIII and IX.
II. L INEAR I NFORMATION I NEQUALITIES F RAMEWORK
In the current and the next section, we introduce the framework for constructing proofs and, in particular, the shortest
proofs using linear programming. A high-level overview of the
framework is shown in Fig. 2. The frameworks in Sections IV
and V for constructing counterexamples and the smallest
counterexamples are very similar.
Consider n random variables (X1 , X2 , . . . , Xn ) and the
(joint) entropies of all the non-empty subset of these random
variables form a column vector h. For example, if n = 3, then
h = (H(X1 ), H(X2 ), H(X3 ), H(X1 , X2 ), H(X2 , X3 ),
(5)
H(X1 , X3 ), H(X1 , X2 , X3 )).
The coefficients related to an information inequality can
be denoted by a column vector b. To illustrate, continue

the example of h in (5). Then, the information inequality
−H(X1 , X3 ) + H(X1 , X2 , X3 ) ≥ 0 is denoted by
bT h ≥ 0
with b = [0 0 0 0 0 −1 1]T . Due to the nonnegativity of
Shannon’s information measures, we know that h must satisfy
certain inequalities. For example,
H(X1 ) + H(X2 ) − H(X1 , X2 ) = I(X1 ; X2 ) ≥ 0,
H(X1 , X2 ) − H(X2 ) = H(X1 |X2 ) ≥ 0.
The set of all the inequalities due to the nonnegativity
of Shannon’s information measures is defined as the basic
inequalities. Note that this set is not minimal in the sense
that some basic inequalities can be implied by others. Let
N = {1, 2, . . . , n}, a minimal subset of the basic inequalities
is defined as the elemental inequalities [24, P. 340], namely
H(Xi |XN −i ) ≥ 0

(6)

I(Xi ; Xj |XK ) ≥ 0 where i = j and K ⊆ N − {i, j}

(7)

and these elemental inequalities are denoted by
Dh ≥ 0

(8)

in this paper. Obviously, any vector h must satisfy (8). An
important property about this set is that all the inequalities
due to the nonnegativity of Shannon’s information measures,
like H(X1 ) ≥ 0, H(X1 , X2 |X3 ) ≥ 0, etc., can be obtained
as a conic combination (also known as a nonnegative linear
combination) of the elemental inequalities. Therefore, an information inequality can be proved by using the nonnegativity of
Shannon’s information measures if and only if the inequality
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Fig. 2. Block diagram illustrating how an analytic proof and its smallest possible version can be constructed using linear programming. The process of
constructing counterexamples and the smallest counterexample is very similar. Example 1 illustrates how the proof to the classical perfect secrecy problem
can be automated.

can be implied by the elemental inequalities. An information
inequality, which is implied by the nonnegativity of Shannon’s
information measures, is called Shannon-type inequality.
Very often we want to prove an information inequality
bT h ≥ 0 subject to a given set of equality constraints Eh = 0.
When there is no equality constraint, this set is simply empty.
The linear combination of the joint entropies bT h is a valid
information inequality if and only if it is always nonnegative [6]. Consider the following linear program:
minimize bT h
subject to Dh ≥ 0
Eh = 0
variables: h,

DT y∗ = b + ET μ∗ and y∗ ≥ 0.

(P-Proof)

and its Lagrange dual problem (also a linear program):
maximize yT 0
subject to DT y = b + ET μ
y≥0
variables: y, μ.

From the strong duality of linear programming, i.e., the
duality gap is zero in linear programs [25, Theorem 4.4],
the optimal values of (P-Proof) and (D-Proof) are equal.
Furthermore, we have the following optimality results which
is used to show an analytic proof for any Shannon-type
inequality.4
Theorem 1: The inequality bT h ≥ 0 is a Shannon-type
inequality if and only if the feasibility problem (D-Proof)
is feasible, i.e., there exists a feasible solution [y∗T μ∗T ]T
to (D-Proof) satisfying

(D-Proof)

In Section I, we claim that the primal problem (P-Proof) and
dual problem (D-Proof) represent the geometric and algebraic
aspects of the problem of proving information inequalities,
respectively. Now with the two problem formally formulated,
we can explain the connections in more details. The optimal
value of (P-Proof) is zero if bT h ≥ 0 is a Shannon-type
inequality, and is −∞ otherwise [24, Theorem 14.4]. The two
cases are illustrated geometrically in Fig. 3, where Γ represents
the feasible region of (P-Proof). Because we are comparing
the optimal value of a linear program with 0, the primal
problem represents the geometric aspect. The dual constraint
in (D-Proof), DT y = b + ET μ, can be interpreted as
reconstructing b as a linear combination of rows in constraint
matrices D and −E by finding the weights of the rows,
and therefore the dual problem is considered the algebraic
aspect.

(9)

Proof: If (9) is true, then bT h = (y∗ )T Dh − (μ∗ )T Eh.
Hence, bT h ≥ 0 follows from that Dh ≥ 0, Eh = 0 and
y∗ ≥ 0.
If bT h ≥ 0 is a Shannon-type inequality, then the optimization problem in (P-Proof) has an optimal value equal to zero
[24, Theorem 14.4]. Using the Karush-Kuhn-Tucker (KKT)
conditions, the respective optimal primal and dual solutions
h∗ and [y∗T μ∗T ]T satisfy
DT y∗ = b + ET μ∗ , (Stationarity of Lagrangian)
y∗T Dh∗ = 0, (Complementary slackness)
∗

Dh ≥ 0, Eh∗ = 0, h∗ ≥ 0, (Primal feasibility)
DT y∗ = b + ET μ∗ , y∗ ≥ 0. (Dual feasibility)
Hence, (9) follows because it is the stationarity of the
Lagrangian in the KKT conditions. It is easy to see that
the complementary slackness is implied by the stationarity of
Lagrangian, the primal feasibility and the fact that bT h∗ = 0.
From the KKT conditions, we have bT h∗ − y∗T Dh∗ +
μ∗T Eh∗ = 0. But this implies −y∗T Dh + μ∗T Eh ≤ 0 ≤
4 The idea of using the Lagrange duality to find an analytic proof has also
been used in [11].
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{−H(U ) − H(X) + H(U, X)}+
{H(R, X) − H(U, R, X)}
≥ 0,
where (·) is nonnegative as it is conditional entropy, mutual
information or conditional mutual information. All {·} are
equal to 0 due to the given constraints. Equality holds iff all
(·) are equal to 0.
III. T HE S HORTEST P ROOFS
We have seen that an information inequality can be proved
by expressing it into a linear combination of elemental inequalities. However, there can be more than one way to express the
same information inequality. For example,
H(X, Y, Z) − H(X|Y, Z) − H(Y |X, Z) − H(Z|X, Y )
= I(X; Y ) + I(X; Z|Y ) + I(Y ; Z|X)
= I(X; Z) + I(X; Y |Z) + I(Y ; Z|X)

(11)
(12)

= I(Y ; Z) + I(X; Z|Y ) + I(X; Y |Z).

(13)

So we can prove H(X, Y, Z) − H(X|Y, Z) − H(Y |X, Z) −
H(Z|X, Y ) ≥ 0 by proving any of the equalities in (11)–(13).
In fact,
H(X, Y, Z) − H(X|Y, Z) − H(Y |X, Z) − H(Z|X, Y )
= 0.8(I(X; Y ) + I(X; Z|Y ) + I(Y ; Z|X))+
0.1(I(X; Z) + I(X; Y |Z) + I(Y ; Z|X))+
0.1(I(Y ; Z) + I(X; Z|Y ) + I(X; Y |Z))

Fig. 3. Geometric illustration of the relation between the feasible region
Γ and the half-space bT h ≥ 0, assuming that there is no problemspecific constraint, i.e., E is empty. The figures considering problem-specific
constraints can only be drawn in 3-D and can be found in [24, 13.3.2].

bT h for all feasible h. This proves the last part of the
theorem.

Then we can have the following direct consequence.
Corollary 1: If bT h ≥ 0 is a Shannon-type inequality, then
let [y∗T μ∗T ]T be the optimal solution to (D-Proof) and an
analytic proof can be written as follows. For all feasible h,
bT h = (y∗ )T Dh − (μ∗ )T Eh
≥ 0,

(10)
∗

where (10) follows from that y ≥ 0, Dh ≥ 0 and Eh = 0.
As an illustrative example, let us apply Corollary 1 on
Shannon’s perfect secrecy theorem using our AITIP software
service (cf. Section VI).
Example 1: Suppose we want to prove H(U ) ≤ H(R)
subject to I(U ; X) = 0 and H(U |R, X) = 0. AITIP gives
the following output:
AIT IP ( H(U ) <= H(R) , I(U ; X) = 0 , H(U |R, X) =
0 )
True. The inequality follows from
−H(U ) + H(R) = (−H(U, X) + H(U, R, X))+
(H(R) + H(X) − H(R, X))+

(14)

is also true. Obviously, the proof given in (14) is unnecessarily
complicated and long as well as not succinctly elegant enough.
A shortest proof of an information inequality is considered
as a proof involving the least number of elemental inequalities.
For a given Shannon-type information inequality, there often
exist multiple shortest proofs. Let us consider the following
combinatorial optimization problem:
minimize [yT μT ]T 0
subject to DT y = b + ET μ, y ≥ 0,
variables: y, μ,

(15)

where x0 is the cardinality or the number of nonzero
components in the vector x. Now, (15) is a combinatorial
problem that is generally hard to solve. Suppose there exists
a feasible dual variable [yT μT ]T . Consider the following
nonempty and bounded polyhedron:
P = {[yT μT ]T ∈ Rm+q | y ≥ 0, DT y = b + ET μ},
where m and q are the number of rows in D and E,
respectively. From Lemma 2 in [26], (15) has a solution that
is a vertex of P . So rather than solving (15) directly as an
optimization problem, we can also enumerate all the vertices of
P . Then the vertex that has the least cardinality is guaranteed
to be a solution to (15). A practical pivot-based algorithm has
been proposed in [27] to find the v vertices of a polyhedron in
Rd defined by a non-degenerate system of m inequalities in
O(mdv) time and O(md) space. But vertex enumeration can
be computationally inefficient especially in large problems.
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The marriage of the information inequalities framework
and recent developments in convex approximation for sparse
recovery offers new directions to explore. Now, we consider
the following convex approximation problem to tackle (15):
minimize 1T y + μ1
subject to DT y = b + ET μ, y ≥ 0
variables: y, μ.

(16)

Here (16) is obtained by approximating the cardinality term
x0 with its convex envelope, x1 . This l1 -norm heuristic
has been used extensively in the compressed sensing area [28],
and it is known that under certain conditions this approximation is exact. Unfortunately in our case (15) and (16) are not
equivalent, as we will see in Example 2. Since (16) is a (nonsmoothed) convex optimization problem, it can in principle
be solved by an interior-point method numerically [29] or the
homotopy algorithm in [30]. However, (16) can be further
transformed to the following equivalent problem that is a linear
program:
minimize 1T y + 1T z
subject to DT y = b + ET μ, y ≥ 0
−z ≤ μ ≤ z
variables: y, μ, z.

(17)

Note that the convex approximation problem in (16) can be
different from the original problem in (15) as shown below.
Example 2: Consider
H(Y, Z) − H(Y |X, Z) − H(Z|X, Y ) + I(X; Y |Z) (18)
= I(X; Z) + 2I(X; Y |Z) + I(Y ; Z|X)
= I(X; Y ) + I(X; Y |Z) + I(Y ; Z|X) + I(X; Z|Y ).

(19)
(20)

In order to prove the nonnegativity of (18), we just need
to show the equality in either (19) or (20). The summation of
coefficients in both (19) and (20) are the same and equal to
4. However, (19) involves less number of Shannon’s information measures. Therefore, the optimization problems in (15)
and (16) can have different results for some inequalities.
Now, we consider a slight modification of the linear program
in (17) to obtain further results. Suppose we know that
an information inequality is correct if the set of equality
constraints Eh = 0 is assumed. It is interesting to know the
minimal set of equality constraints that is required. In other
words, we want to know the minimal number of rows in E
which are sufficient to prove the same inequality. To solve
this problem, we just need to remove yT in the objective
function in (15). Since this problem is also NP-hard, we will
consider the approximation of this problem by replacing
1T y+1T z by 1T z in the linear program in (17). The following
example revisits the implication problem in [24, Ex. 14.9]
to demonstrate a much shorter proof. The modified linear
program shows that not all the equality constraints in [24,
(14.73)] are necessary.
Example 3: Under the assumption that
0 = I(X; Y |Z) = I(X; T |Y ) = I(X; Z|Y )
= I(X; T |Z) = I(X; Z|T ),

(21)
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we want to prove I(X; Y |T ) = 0. The modified linear
program shows
−I(X; Y |T ) = I(X; T |Z) + I(X; Z|Y )−
I(X; Y |Z) − I(X; T |Y ) − I(X; Z|T ) (22)
≥ 0,

(23)

where (23) follows from using only I(X; Y |Z) =
I(X; T |Y ) = I(X; Z|T ) = 0 in (21). This proof can
provide us further insights. By rearranging the terms in (22),
I(X; T |Z) = I(X; Z|Y ) = 0 can be implied by just assuming
I(X; Y |Z) = I(X; T |Y ) = I(X; Z|T ) = 0. This further
explains why some equality constraints in (21) are redundant.
Before the end of this section, we want to remark that
a proof can be shorter if D is expanded to include all the
inequalities due to the nonnegativity of Shannon’s information
measures. This expansion is equivalent to expanding D by
adding some positive linear combinations of the rows in D. If
this new D is used in the linear program in (P-Proof), the same
optimal solution will be obtained and hence, we can still obtain
Theorem 1. However, we can now obtain a shorter proof. For
example,
H(X, Y, Z) − I(Y ; Z|X) − H(Z|X, Y )
(24)
= H(X|Y, Z) + H(Y |X, Z) + I(X; Y ) + I(X; Z|Y ) (25)
= H(X) + H(Y |X, Z).

(26)

When we prove the nonnegativity of (24), a longer proof
in (25) is obtained if D contains only elemental inequalities. However, a shorter proof can be shown in (26) if the
linear program learns more possibilities of conic combination
through the matrix D. However, we need to pay the price for
a larger size in D that affects the computational time to solve
the linear programs.
IV. D ISPROVING AN I NFORMATION I NEQUALITY
We have seen how to use a linear program to obtain a proof
of a Shannon-type inequality. In this section, we explore how
to disprove an information inequality. Suppose we are given
an information inequality bT h ≥ 0 which cannot be proved
by the linear program (D-Proof). In other words, the linear
program does not give zero as the optimal objective value
[24, Theorem 14.4]. It is still unclear whether a) bT h < 0
for some h or b) bT h ≥ 0 is indeed true for all feasible h,
but proving it is beyond the capability of the linear program
using D (in the case, the inequality cannot be expressed as
DT y for some y ≥ 0 and bT h ≥ 0 is called a non-Shannontype inequality [18]). Therefore, we need a counterexample to
explicitly disprove bT h ≥ 0.
Suppose we can find an h such that Dh ≥ 0 and bT h < 0.
This is still insufficient to be a counterexample because there
may not exist any joint distribution PX1 ,X2 ,...,Xn that realizes
h. An example is shown in [24, (15.85)]. In general, there
is no known algorithm to construct PX1 ,X2 ,...,Xn from any
given h, and hence, it seems that finding h may not give any
immediate help. In the following, we will show that a linear
program for finding h is still useful as long as we know how to
read the information contained in h. Its dual problem will give
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us the sufficient conditions for the counterexample to disprove
bT h ≥ 0.
Suppose the last element in h denotes the joint entropy
H(X1 , X2 , . . . , Xn ). Let e be a vector such that e and h
have the same length. Define e = [0 0 · · · 0 1]T . Consider
the following linear program:
minimize bT h
subject to Dh ≥ 0
Eh = 0
eT h = 1
variables: h,

(P-Disproof)

and its dual problem (also a linear program):
maximize −γ
subject to DT y = b + ET μ + eγ
y≥0
variables: y, μ, γ.

(D-Disproof)

Suppose the Simplex method is used to solve the linear
program in (P-Proof) for an information inequality bT h which
is not always true. Then the result of (P-Proof) is −∞ from
[24, P.344]. However in the linear program in (P-Disproof),
we have further fixed H(X1 , X2 , . . . , Xn ) = 1 by the extra
constraint eT h = 1. Together with the inequality constraints
in Dh ≥ 0, all the elements in any feasible h (i.e., all the
(joint) entropies) are upper bounded by 1. Therefore, bT h is a
bounded negative value in the linear program in (P-Disproof).
We have discussed the difficulty of using the optimal h∗ , which is obtained by solving the linear program
in (P-Disproof), to construct a counterexample. The following theorem states that the optimal y∗ in the dual problem
in (D-Disproof) provides us a list of functional dependencies
and (conditional) independencies between {X1 , X2 , . . . , Xn }.
This list gives hints on explicitly constructing a counterexample for disproving bT h ≥ 0.
Theorem 3: Let [y∗T μ∗T ]T be the optimal dual solutions
for the problem in (D-Disproof). If there exists a joint distribution PX1 ,X2 ,...,Xn such that its entropy vector h̃ satisfies
y∗T Dh̃ = μ∗T Eh̃ = 0, and eT h̃ = 1,

(27)

then bT h̃ < 0 and PX1 ,...,Xn is a counterexample to disprove
bT h ≥ 0.
Proof: Using the KKT conditions, the optimal dual solutions [y∗T μ∗T γ ∗ ]T for the problem in (D-Disproof) satisfy
DT y∗ = b + ET μ∗ + eγ ∗ . (Stationarity of Lagrangian)
Together with (27), we have
bT h̃ = bT h̃ + μ∗T Eh̃ + γ ∗ eT h̃ − γ ∗
∗T

= y Dh̃ − γ
= −γ ∗ .

∗

(28)
(29)
(30)

From the strong duality of linear programming, i.e., the duality
gap is zero in linear programs [25, Theorem 4.4], the optimal
value of (P-Disproof) and (D-Disproof) are equal. As the
optimal value of (P-Disproof) is negative, −γ ∗ and bT h̃ are
both negative so that the theorem is proved.


In order to satisfy y∗T Dh̃ = 0 in (27), we need to find out
the positive elements in y∗ . Their corresponding rows in D
tell us the extra equality constraints which are used together
with Eh̃ = 0 and eT h̃ = 1 to construct a counterexample.
Specifically, by solving (P-Disproof) and (D-Disproof), we can
obtain a set of equality constraints that give a sufficient condition. If we could find a joint distribution of random variables
that satisfies the condition, the distribution can be used as a
counterexample to disprove the inequality. As we will see,
constructing such a joint distribution is not always possible.
Let us illustrate the aforementioned disproving process with
a few illustrative examples using our AITIP software service
(c.f. Section VI).
Example 4: A sample output from AITIP:
AIT IP ( I(X; Y ) <= 0.9H(Y ) )
Not provable by AITIP.
It can be disproved by a probability distribution satisfying all
the following Shannon’s information measures equal to zero:
H(X|Y ), H(Y |X).

(31)

From the above output from AITIP, we can deduce that the
counterexample should be chosen as X = Y to disprove
I(X; Y ) <= 0.9H(Y ).
Example 5: AITIP can be used to disprove (1):
AIT IP ( I(A; B|C, D) + I(B; D|AC) <= I(A; B|D) +
I(B; D|A) + H(A) + I(B; D|C) )
Not provable by AITIP.
It can be disproved by a probability distribution satisfying all
the following Shannon’s information measures equal to zero:
H(A|B, C, D), H(B|A, C, D), H(C|A, B, D), H(D|A, B, C),
I(A; B|C), I(A; B|D), I(A; C|D), I(A; D), I(B; C|A),
I(B; D|A), I(B; D|C), I(C; D|A).
(32)
From the above output from AITIP, we can deduce the
following counterexample. Let X, Y and Z be three independent binary random variables with entropy equal to
1. Let (A, B, C, D) = (X ⊕ Y, X, Y ⊕ Z, Z) where
⊕ denotes “exclusive or”. Then it is easy to check that
I(A; B|D)+I(B; D|A)+H(A)+I(B; D|C)−I(A; B|CD)−
I(B; D|CA) = −1 < 0.
In the above examples, AITIP gives some equality constraints that help us to construct the counterexample for an
invalid information inequality. The equality constraints give a
sufficient but not necessary condition for an entropy vector to
be a counterexample. There are some tricks to construct the
example from the output of AITIP. We can consider a set of
auxiliary random variables which are mutually independent.
By considering the condition entropy in (32), we can obtain
some hints about the number of auxiliary random variables.
Those mutual information and conditional mutual information
in (32) can tell us where “exclusive or” should be used. Of
course, the joint entropy of the random variables cannot be
zero. Otherwise, the equality constraints are satisfied but the
information inequality cannot be disproved.
It is natural to ask: Is it always possible to construct an
example from the given equality constraints? Unfortunately,
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the answer is ‘No’ due to the existence of the non-Shannontype inequalities. See the following example.
Example 6: A sample output from AITIP:
AIT IP ( 2I(C; D) <= I(A; B)+I(A; C, D)+3I(C; D|A)+
I(C; D|B) )
Not provable by AITIP.
It can be disproved by a probability distribution satisfying all
the following Shannon’s information measures equal to zero:
H(C|A, B, D), I(A; B), I(A; B|C), I(A; C|D), I(A; D|C),
I(B; C|D), I(C; D|A), I(C; D|B), I(C; D|A, B).

(33)

In the above example, one should not be able to find a
joint distribution PABCD satisfying (33) with H(ABCD) =
0. Indeed, it is impossible to find such PABCD because
2I(C; D) ≤ I(A; B)+I(A; C, D)+3I(C; D|A)+I(C; D|B)
is a non-Shannon-type inequality which is always true for all
PABCD [18]. Therefore, the counterexample does not exist.
It should be noted that there are some heuristics to automate
the above process of constructing the probability distributions.
In [31], an algorithm is presented to determine whether a
given entropy vector h is binary entropic (i.e., whether it
corresponds to a probability distribution of some bits), and
return the corresponding distribution if it is indeed binary
entropic. An extended version of the algorithm solving the
generalized problem can be found in [32]. However, the algorithm in [31] requires prior knowledge of the number of
auxiliary random variables to use, and both algorithms may fail
to return a distribution even with an entropic input, so human
insights and interference are still required when using these
algorithms. Therefore, these algorithms are not included in
our implementation of AITIP, but interested readers can still
use them as heuristics to post-process the outputs from our
algorithm.
Remarks: 1) If we assume that all the quantities in (31) are
equal to 0, then we can prove I(X; Y ) ≥ 0.9 H(Y ), i.e., the
opposite of what we wanted to disprove. This property also
holds for the inequalities in Examples 5 and 6. This can be
seen from Theorem 3. 2) The result from Example 6 can lead
us to the following constrained non-Shannon-type inequality.
Proposition 4: If all Shannon’s information measures in (33)
are equal to zero, then H(A, B, C, D) ≤ 0.

to the shortest proofs, there often exist multiple smallest
counterexamples for an information inequality.
Let us consider the following combinatorial optimization
problem:
minimize [yT μT ]T 0
subject to DT y = b + ET μ + eγ ∗ , y ≥ 0
variables: y, μ,

(34)

where x0 is the cardinality or the number of nonzero
components in the vector x, and γ ∗ is the optimal solution
(also the negative of the optimal value) of (D-Disproof).
Next, we consider the following convex approximation
problem to tackle (34):
minimize 1T y + μ1
subject to DT y = b + ET μ + eγ ∗ , y ≥ 0
variables: y, μ.

(35)

Furthermore, (35) can be further transformed to the following equivalent problem that is a linear program:
minimize 1T y + 1T z
subject to DT y = b + ET μ + eγ ∗ , y ≥ 0
−z ≤ μ ≤ z
variables: y, μ, z.

(36)

Given an information inequality bT h ≥ 0 which is not
always true under D and E, we may want to find a set of
conditions F, such that bT h ≥ 0 is true if both Eh = 0 and
Fh = 0 are assumed. In the following, we will show how the
set F can be found by linear programming as a subset of the
rows in D. The basic ideas follow from how we disprove an
information inequality. The idea is that we are going to find
the sufficient conditions which can disprove bT h < 0. For the
sake of completeness, the details are given as follows.
Let e be a column vector such that e and h have the same
length. Define e = [0 0 · · · 0 1]T due to the last element in
h being the joint entropy H(X1 , X2 , . . . , Xn ). Consider the
following linear program (note the difference in the objective
function compared with (P-Disproof)):
minimize −bT h
subject to Dh ≥ 0
Eh = 0
eT h = 1
variables: h,

V. T HE S MALLEST C OUNTEREXAMPLES AND
T HEIR S UFFICIENT C ONDITIONS
From the previous section, we have seen that the hints for
constructing a counterexample to an information inequality
can be obtained by first solving a linear program and then
inspecting the elemental inequalities corresponding to the
positive optimal dual solution. We have also seen that in
some special cases, the counterexamples can be directly and
systematically obtained through some heuristics [31], [32].
We now explore the smallest counterexamples of an (untrue)
information inequality as those involving the least number
of elemental inequalities. Smaller counterexamples are easier
to interpret when trying to construct the joint distribution
required to violate the the input inequality, and they tend to
reveal more explicitly structure of the distribution. Similarly
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(37)

and its dual problem (also a linear program):
maximize −γ
subject to DT y = −b + ET μ + eγ
y≥0
variables: y, μ, γ.

(38)

Theorem 5: Let [y∗T μ∗T γ ∗ ]T be the optimal dual solutions for the problem in (38). Let yi∗ be the i-th entry in y∗
and let Di be the i-th row in D. For any entropy vector h̃,
if Eh̃ = 0 and
Di h̃ = 0 ∀i ∈ {j : yj∗ > 0},
then bT h̃ ≥ 0.
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Proof: Using the KKT conditions, the optimal dual solutions [y∗T μ∗T γ ∗ ]T for the problem in (38) satisfy
DT y∗ = −b + ET μ∗ + eγ ∗ . (Stationarity of Lagrangian)
Together with (39), we have
bT h̃ = − y∗T Dh̃ + μ∗T Eh̃ + γ ∗ eT h̃
= γ ∗ eT h̃.

(40)

From the strong duality of linear programming, i.e., the
duality gap is zero for linear programs, [25, Theorem 4.4],
the optimal value of (37) and (38) are equal. As the optimal
value of (37) is negative, γ ∗ is positive. Together with eT h̃ =
H(X1 , X2 , . . . , Xn ) ≥ 0, bT h̃ ≥ 0 from (40), and so the
theorem is proved.

In order to satisfy (39), we need to find out the positive
elements in y∗ . Their corresponding rows in D tell us the
equality constraints which form the sufficient conditions for
the inequality bT h̃ ≥ 0 to be true.
VI. PARALLEL C OMPUTATION W ITH ADMM
It is well known that the simplex method always looks
for vertex solutions (solutions at the corners of the feasibility
region). In our problem, at the vertices most constraints are
redundant, and therefore the dual solutions (that we use to
construct proofs/disproofs) obtained from the simplex method
are often highly sparse, making the proofs and disproofs concise and elegant, while numerical algorithms like interior-point
method do not guarantee the sparsity of the dual solutions.
This is the primary reason why the simplex method is used in
the existing software implementations like [7] and [8].
It was shown by Spielman and Tang [33] that the simplex
algorithm usually has polynomial running time, but in practice
it is sometimes less efficient compared to other linear program
algorithms like interior-point method. In our particular problem, when we are solving gigantic, highly sparse and highly
degenerate linear programs, the performance of the simplex
algorithm deteriorates. In our experience, solving the linear
programs in the framework for a relatively large number of
random variables can be extremely slow or even intractable,
and therefore a more efficient algorithm is needed. In this
section, we develop an efficient and parallelizable algorithm
based on ADMM for the linear programming framework.
As we shall see, the ADMM-based algorithmic framework
improves the process of searching for the sparse dual solution
by iterative updates that have closed-form solutions, thus
enabling highly parallelizable and distributed computation.
It should be noted that, like interior-point method, ADMM
is a numerical optimization algorithm, and the optimal dual
solution is often dense. Therefore, in our implementation
we are using a simplex-based “crossover” (also known as
“purification” or “the BASIC procedure” in some literature)
technique to solve for vertex solutions with sparse dual vectors. This is a well-established and widely used technique in
numerical optimization (see [34]–[36]), and it is built-in in
many commercial linear program solvers.
As with other numerical algorithms, small floating-point
rounding errors and numerical precision issues are unavoidable, and in practice, any software implementation should be

tuned to the desired numerical accuracy. In our numerical
experiments as well as our online service (more details in the
following sections), the standard double precision arithmetic
has been sufficient.
Before we proceed, we would like to address that our
framework is designed as a general prover to prove or disprove
information inequalities, but for some specific inequalities,
by exploiting the problem structures, it is possible to design
problem-specific algorithms with superior performance. One
example is [11] where the problem can be viewed as proving
an information inequality with 16 random variables. Such
problem size is intractable for existing software implementations. Fortunately, by exploiting the symmetric structure in
the specific problem, many constraints and variables can be
shown to be redundant and thus can be removed from the
linear program, leaving only 76 variables and 6, 152 constraints. Similarly, in [37], [38], the minimal set of elemental
inequalities under functional dependencies and full conditional
independence structures is characterized. With some specific
types of user-defined constraints (the E matrix), the number
of elemental inequalities to use (the size of the D matrix) can
be significantly reduced, making the resulting linear programs
easier to solve.
A. Generic ADMM Algorithm
Consider the optimization problem
minimize f (x) + g(y)
subject to Ax + By = c
variables:

(41)

x, y,

with ρ-augmented Lagrangian
ρ
Lρ = f (x) + g(y) + λT (Ax + By − c) + ||Ax + By − c||2 ,
2
where ρ is a hyperparameter that we can choose.5 A generic
ADMM algorithm is given in Algorithm 1.
ALGORITHM 1 Generic ADMM Algorithm
repeat
1. x-update: xk+1 = arg minx {Lρ (x, yk , λk )}
2. y-update: yk+1 = arg miny {Lρ (xk+1 , y, λk )}
3. λ-update: λk+1 = λk + ρ(Axk+1 + Byk+1 − c)
until Convergence;
The ADMM algorithm and its convergence analysis have
been introduced with great details in [39] and [40, 4.4]. Here
we summarize the convergence result in Theorem 6. The proof
can be found in [39, Appendix A].
Assumption 1: The objective functions f and g are closed
proper convex.
Assumption 2: The unaugmented Lagrangian L0 has a saddle point.
Theorem 6: Under Assumption 1 and 2, as k → ∞,
Algorithm 1 satisfies the following:
5 In all our numerical experiments in Section VII and the online web service
AITIP (cf. Section VIII), we use ρ = 2.
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1) Residual Convergence: Axk + Byk − c → 0.
2) Objective Convergence: f (xk ) + g(yk ) → p∗ , where p∗
is the optimal objective value.
3) Dual Variable Convergence: λk → λ∗ , where λ∗ is the
optimal dual solution.
B. Problem Reformulation
Consider the following linear program
minimize

bT h

subject to

0 ≤ Dh ≤ 1
Eh = 0

variables:

h,

(P-Merge)

variables:

(45)

for any primal feasible h, we have

− 1T λ2

subject to b − DT λ1 + DT λ2 + ET μ = 0
λ1 , λ2 ≥ 0

only need to prove the feasibility and below-boundedness
of (P-Merge).
Now, (P-Merge) is obviously feasible, as the trivial solution h∗ = 0 is a feasible solution. The primal constraint
0 ≤ Dh ≤ 1 implies that the optimization variable h is boxbounded (Lemma 7), therefore the objective value p∗ is
bounded from below.

Proof of Theorem 8: When the information inequality is
true, it is easy to see that in both (P-Proof) and (P-Merge),
we have h∗ = 0 and p∗ = 0. Thus the extra constraint
in (P-Merge), Dh ≤ 1, is inactive, i.e., redundant, and
therefore λ∗2 = 0. Using this together with the stationarity
of Lagrangian
b − DT λ1 + DT λ2 + ET μ = 0,

and its dual problem
maximize
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bT h = λ∗1 Dh − λ∗2 Dh + ν ∗ Eh
= λ∗1 Dh

(D-Merge)

≥ 0,

λ1 , λ2 , μ,

we have the following results.
Lemma 7: If 0 ≤ Dh ≤ 1, then h is box-bounded (i.e.,
all elements of h are bounded above and below).
Proof: Let {X1 , X2 , · · · , Xn } be the random variables
involved in the information inequality to prove and let N =
{1, 2, · · · , n}. For all i in N , H(Xi ) can be written as the
sum of n elemental inequalities in the form of (6) and (7).
For example, when n = 4, H(X1 ) can be written as
H(X1 ) = H(X1 |X2 X3 X4 ) + I(X1 ; X2 X3 X4 )

(42)

= H(X1 |X2 X3 X4 ) + I(X1 ; X2 |X3 X4 )
+ I(X1 ; X3 X4 )

(43)

= H(X1 |X2 X3 X4 ) + I(X1 ; X2 |X3 X4 )
+ I(X1 ; X3 |X4 ) + I(X1 ; X4 ),

(44)

where in (42) we use the Proposition 2.19 in [24], and
in (43) and (44) we use the chain rule for mutual information
successively [24, Proposition 2.26].
The right hand side of (44) is the sum of 4 rows in Dh.
Since 0 ≤ Dh ≤ 1, we have 0 ≤ H(X1 ) ≤ 4. The same
argument can be applied to all random variables, and therefore
the optimization variable h is box-bounded.

Theorem 8: Both (P-Merge) and (D-Merge) have finite
optimal solutions (i.e., they are “solvable”).
9: A set of optimal solutions to (D-Merge),
 ∗TTheorem
∗T T
μ
λ1 λ∗T
, can be used to construct a proof or coun2
terexample to the information inequality bT h ≥ 0.
These two theorems are essential in our AITIP algorithm,
as they show that any information inequality (assuming it is
not non-Shannon-type) can be proved or disproved by solving
a single linear program that is guaranteed to be “solvable”.
The implication is that a unified computational approach to
prove or disprove an information inequality can be developed.
The proofs are given below.
Proof of Theorem 9: Since strong duality holds in linear
programming, (D-Merge) has finite optimum if and only
if (P-Merge) also has finite optimum [25, Table 4.2], so we

which can be viewed as the certificate of the nonnegativity of
bT h for any feasible h, and therefore a proof can be constructed similarly to what has been illustrated in Example 1.
If the information inequality is not provable, similarly to the
disproof construction in Example 4 and Example 5, the solutions {λ∗1 , λ∗2 , μ∗ } can be used to construct a counterexample.
Specifically, assuming that the input inequality is not provable,
if there exists a valid entropy vector h̃ satisfying
∗T
∗T
λ∗T
1 Dh̃ = λ2 (Dh̃ − 1) = μ Eh̃ = 0,

(46)

then h̃ can be used to construct a counterexample to disprove
the inequality using (46) together with (45), as
∗T
bT h̃ = bT h̃ − λ∗T
1 Dh̃ + μ Eh̃

= −DT λ∗2

= −1T λ∗2 .

Since we have assumed the inequality is false, we know that
the optimal objective value of (D-Merge), −1T λ∗2 , should be
strictly negative, thus bT h̃ = −1T λ∗2 < 0. Therefore, such an
h̃ can be used to construct a counterexample to disprove the
inequality.

Now consider the following linear program
minimize

bT h

subject to

Dh − u = 0
Dh + v = 1
Eh = 0
u, v ≥ 0

variables:

(P-ADMM)

h, u, v,

and its dual problem
maximize

− 1 T ν2

subject to

b + DT ν1 + DT ν2 + ET μ = 0

variables:

ν1 ≤ 0, ν2 ≥ 0,
ν1 , ν2 , μ,

(D-ADMM)
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where (P-ADMM) is obtained by introducing slack variables u
and v to (P-Merge). Comparing (D-ADMM) and (D-Merge),
it is easy to see that if we have
T a set of optimal solutions
to (D-ADMM), ν1∗T ν2∗T μ∗T , we also obtain the optimal

T
solutions to (D-Merge) as −ν1∗T ν2∗T μ∗T
“for free”.
Therefore, solving (P-ADMM) and (D-ADMM) is enough
to prove or disprove any given Shannon-type information
inequality.
Finally, we rewrite (P-ADMM) to the following form so
that it is more compact and easier to work with
minimize
subject to

bT h
Bh + y = c

(P-ADMM)

variables: h, y,
 T T T T
T

where B = D D E
, y = −uT vT 0T , u, v ≥ 0
T

and c = 0T 1T 0T .
Remark: In Section III and V respectively, in order to
obtain the “shortest proofs” and the “smallest counterexamples”, we construct two linear programs, (17) and (36),
to approximately solve the l0 norm optimization problems.
The dual problems of those two linear programs can also
be reformulated into the form of (P-ADMM), and therefore
our main algorithm to be introduced in the next subsection is
applicable in these two cases.
C. AITIP Algorithm
The ρ-augmented Lagrangian of (P-ADMM) is
ρ
Lρ = bT h + ν T (Bh + y − c) + ||Bh + y − c||2 ,
2
where ν is the Lagrangian multiplier of the constraint Bh +
y = c. With ADMM, we can solve (P-ADMM) using
Algorithm 2, which we call the AITIP Algorithm.
ALGORITHM 2 AITIP Algorithm
repeat
1. h-update: hk+1 = arg minh {Lρ (h, yk , ν k )}
2. y-update: yk+1 = arg miny {Lρ (hk+1 , y, ν k )}
3. ν-update: ν k+1 = ν k + ρ(Bhk+1 + yk+1 − c)
until Convergence;
Recall that, as stated in Theorem 6, an ADMM-based algorithm converges under the following two mild assumptions:
1) the objective functions f and g as in Algorithm 1 are
closed proper convex.
2) the unaugmented Lagrangian L0 has a saddle point.
Assumption 1) is obviously true since the objective function
is linear in our case. Because our problem is a linear program,
assumption 2) is equivalent to saying that both the primal
and dual problems are solvable, which has been proved in
Theorem 8. Therefore, the AITIP Algorithm does converge.
The h-update in Step 1 is an unconstrained quadratic
program, so we can get the following closed-form solution:
1
hk+1 = − (BT B)−1 (b + BT ν k + ρBT yk − ρBT c).
ρ
(h-update)

Remark: In (h-update) we use the inversion of BT B only
for showing the closed-form solution. In practice the inversion
of a large matrix is both inefficient and numerically unstable.
Instead, we apply the Cholesky factorization on BT B to get a
lower-triangular matrix L such that BT B = LLT , and directly
solve the linear
substitution.
 system via back
T
Since y = −uT vT 0T , the y-update in Step 2 can be
decomposed into u-update and v-update. The u-update is a
constrained quadratic program, but luckily the KKT system
can be directly solved, giving us the closed-form solution
1
(u-update)
uk+1 = (Dhk+1 + νuk )+ ,
ρ
and similarly for v-update,
1
vk+1 = (1 − Dhk+1 − νvk )+ .
(v-update)
ρ
In (u-update) and (v-update) above, νuk is the upper half of
ν k , νvk is the lower half of ν k , and (x)+ = max{x, 0} where
max gives the elementwise maximum.
We can see that every sub-problem in each step in the
AITIP Algorithm has a closed-form solution, thus it can be
solved very efficiently. As we mentioned at the beginning of
the section, after the convergence of the AITIP Algorithm,
a “crossover” step is required to obtain sparse dual solutions.
D. Efficient Matrix Factorization in h-Update
In the h-update, we may need to factorize a large matrix
BT B at each iteration. Let n be the number of random
variables involved in the inequality and k be the dimension
of the h vector, it is shown in [6] that k = 2n − 1. Since
BT B ∈ Rk×k , its dimension grows exponentially with the
number of random variables. Therefore, when n is large,
the factorization of BT B is the computational bottleneck of
the AITIP Algorithm.
Since B is fixed throughout the algorithm, an obvious
approach is to factorize it right at the beginning of the
algorithm, and directly use the factorization in all subsequent
iterations. However, this is still not ideal as Cholesky factorization generally has a time complexity of O(k 3 ). In this
subsection, we develop an efficient method to compute the
factorization.

T
Recall that B = DT DT ET , where the only problemdependent component is E. In other words, different input
inequalities can share the same B matrix, if they involve the
same number of random variables n, and they do not contain
problem-specific constraints (E does not exist). Therefore,
we can pre-factorize the BT B matrix for different n values
and cache the factorization on disk. If the input inequality has
no problem-specific constraint, the factorization can be loaded
directly from disk to speed up the computation.
If the input inequality does contain user-constraints, we can
still obtain the corresponding Cholesky factorization from the
cache. Let eTi be the i-th row of the matrix E, and let the
number of problem-specific
constraints be q, i.e., E ∈ Rq×k .

T
T T
, we have
Let B̃ be D D
BT B = B˜T B̃ +

q


ei eTi ,

i=1
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i.e., BT B can be constructed from B˜T B̃ via a series of
rank-1 updates. Since we have the cache of factorization of
B˜T B̃, the factorization of BT B can be efficiently obtained
with complexity O(k 2 q), as discussed in [41]. In practice,
the number of problem-specific constraints is usually small,
thus q
k, and therefore this method is much faster than
running the factorization from scratch. The decomposition
of BT B in this form is in fact instrumental in engineering
a scalable software-as-a-service (cf. Section VIII), which is
an online service usable by anyone interested to solve their
specific problems. The online cache of factorization of BT B
can simply be shared by all the users.
VII. N UMERICAL E XPERIMENT
The proposed AITIP Algorithm is implemented in C++.
Gurobi [42], a state-of-the-art commercial linear program
solver, is used in the crossover step upon the convergence of
our AITIP algorithm. The original simplex-based algorithm is
also implemented using Gurobi as a baseline for comparison.
Since all the sub-problems in the AITIP Algorithm have
closed-form solutions, the algorithm is essentially a series
of (sparse) linear algebra operations, which can be easily
parallelized to boost the performance. To fully unleash the
power of this algorithm, it is also implemented using the
CUDA toolkits (cuSPARSE and cuBLAS) to be executed on
the GPU [43]. In the following subsections, all the CPU
computations are done on a GNU/Linux machine with two
6-core Intel® Xeon® CPUs, and the GPU computations are
done on a machine with one Nvidia® V100 GPU installed.
A. Randomly Generated Information Inequalities
For each n value between 10 and 14, we randomly generate
10 inequalities and attempt to prove them with the Gurobi
solver and our proposed AITIP algorithm. In Gurobi, the simplex method uses a single CPU core only, while the interiorpoint method would use all the CPU cores (12 on our test
machine) by default, so we test AITIP in both CPU settings
to make the comparison fair. The results are summarized
in Table I below.
Each column in the table contains the average running time
of an algorithm in seconds. In each table cell, the integer inside
the parentheses is the number of generated inequalities (out
of 10) that the algorithm has managed to prove or disprove
within 3600 seconds time limit, and the number outside of the
parentheses is the average solving time for those inequalities
proved in 3600 seconds. For example, the top left cell means

Fig. 4.

IC principle illustrated as a cryptographic game.

that for n = 10, the Simplex solver in Gurobi can solve
all the 10 generated inequalities within the 3600 seconds
limit, and the average running time is 1.88 seconds. Note that
“Crossover” is merely a post-processing step to produce sparse
results (see the last subsection), and it cannot prove or disprove
inequalities by itself. All listed algorithms except “Gurobi
Simplex” need to undergo the crossover step to generate short
proofs and disproofs.
From Table I, we can see that AITIP with crossover
consistently outperforms both linear programming algorithms
in Gurobi when running under the same CPU settings. With
access to a GPU, AITIP with crossover is significantly faster
and more robust than any other algorithms.
B. Application in Proving the Information Causality
Inequality
In this subsection, we demonstrate how our proposed
framework can be used to prove an important inequality in
quantum communication, and show the superior performance
of our AITIP algorithm compared to the existing software
implementations.
In [44], the authors proposed a physical principle called
Information Causality (IC). The principle can be best understood as a game illustrated in Fig. 4. Alice receives an n-bit
string X = {X1 , X2 , · · · , Xn }, and Bob receives a random
integer s between 1 and n from a separate location. Alice
is then allowed to send an m bit classical message (M )
to Bob. Now Bob’s task is to guess the value of the sth bit of X (i.e.,Xs ) as Ys , with the help of the message
from Alice and a pre-established correlation between them
(represented by the cloud-shaped icon). The correlation can
be of any form (classical or quantum), but it is assumed to
be no-signaling. Here no-signaling means that the correlation
contains no information of X. Formally, let B be what Bob
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can measure from the correlation, the no-signalling condition
ensures that I(X; B) = 0.
The IC principle states that, information gain that Bob
can reach about previously unknown to him data set of
Alice, by using all his local resources and m classical bits
communicated by Alice, is at most m bits [44]. More precisely,
denote Bob’s guess as Yi , and define the efficiency of the
strategy as
n

I(Xi ; Yi |s = i),
η≡
i=1

we have η ≤ m.
Recently in [45], the authors generalized the idea of causal
structure graph to quantum systems, and using their new
techniques they found a tighter version of the original IC
inequality (eq.(10) in [45]), which holds under both classical
and quantum cases. The new inequality is
n


I(Xi ; Yi , M ) +

i=1

H(M ) +

n


n


I(X1 ; Xi |Yi , M ) ≤

i=2

H(Xi ) − H(X1 , · · · , Xn ).

i=1

In the classical case, the inequality can be proved using the
following two constraints [45, Supplementary Note]:
I(XN ; α) = 0,
I(XN ; YN |M, α) = 0,
where N = {1, 2, · · · , n} and α is the classical analog of the
quantum correlation.
When n = 6, the inequality to prove contains 14 random
variables, and the corresponding linear program has 16, 383
optimization variables and 372, 752 constraints, which is far
beyond the capability of the existing software implementations
of the linear programming framework [7], [8]. For example,
XITIP [8] failed to solve the problem in 48 hours even when
running on a powerful Intel® Xeon® CPU. In comparison,
the implementation of our proposed AITIP algorithm solves
the problem much faster. Using the exact same setup as in
subsection VII-A, the identity is proved in 1, 855.86 seconds
on a CPU and 68.49 seconds on a GPU. The computergenerated analytic proof contains 64 elemental inequalities,
which is quite concise compared to the problem size.
VIII. F URTHER D ISCUSSIONS
In this section we summarize our key contributions and
suggest a few possible future directions to advance our linear
programming framework for proving and disproving information inequalities.
A. Sparse Dual Solutions Without Crossover
As shown in Table I, in the AITIP algorithm, most of
the running time are used in the post-processing phase
(crossover), which is intrinsically slow as it is based on the
simplex method. The sole purpose of this post-processing
phase is to obtain sparse solutions which would lead to
shorter proofs or counterexamples, and therefore it would be
of interest if we could directly solve the linear programs and

get sufficiently sparse dual solutions without resorting to the
simplex method.
In Section III and V, the l1 -norm heuristic is used to
get the shortest proofs and the smallest counterexamples, but
from our numerical observations and experience, the simplex
method is still needed even with the l1 -norm term in the
objective function, as otherwise the dual solutions are not
sparse enough. A plausible reason is that l1 -norm is a poor
approximation to the vector cardinality for those instances,
so an alternative would be to use a better (possibly nonconvex) function to approximate x0 . Recently the authors
of [46] took a similar approach, where they used a nonconvex function to approximate the cardinality function and
then solved the non-convex optimization problem using the
majorization-minimization technique.
B. Automatically Identify Structures
In Section VI, we point out that by exploiting certain
problem structures, it is possible to reduce the linear program
size and therefore improve the performance significantly. We
would like to address that such structures do not always exist
in general information inequalities, and even when the inequalities do have these required structures, careful inspection by
trained human eyes is required to identify and exploit them.
Because of this, it is of interest if AITIP can be extended to
automatically identify and exploit these hidden structures to
reduce the problem size and thus improve its performance.
As shown in Example 5, when the given inequality is not
true in general, AITIP would provide hints which can then be
used to construct counterexamples to disprove the inequality.
However, careful human intervention is still required to fill the
gap between provided hints and the actual counterexamples
(e.g. constructing the chain of binary random variables as in
Example 5). We did not explore this direction in this paper, but
it is possible to design an algorithm that does the construction
automatically and thus making the framework fully automated.
Indeed, this paper can be viewed as a case study of the
“automated reasoning by convex optimization” approach [47]
to enable automated problem solving in the field of artificial
intelligence.
C. Scalable Computation and Software-as-a-Service
In subsection VI-D we see that part of the computation in
the AITIP algorithm (the factorization of the BT B matrix)
can be done a priori, caching its values to improve the
performance. It is natural to implement this algorithm as a
cloud computing service, due to the following reasons:
T
• The B B matrices can take quite some time to be
decomposed, especially on a small desktop computer, and
it is inefficient since each user would have to generate the
factorization matrices before using them. With a cloud
service, a single set of decomposed matrices can be
shared by different users solving their own problems,
making the system more scalable to tackling many problem instances.
• For large n values, the cached factorization matrices can
take up a few gigabytes of disk space, which makes it
impractical to be used in desktop computers. When used
in a cloud computing service, the matrices can be easily
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stored and shared among many different users due in part
to the nature of cloud computing and the massive storage
on cloud servers.
Existing software packages, namely ITIP in [7] and
XITIP [8], are designed to run on a single desktop computer,
which typically cannot handle large problems. These software
packages also have software dependency issues, operating system and backward compatibility requirements that limit longterm usage. In view of this, we have developed a Softwareas-a-Service platform using cloud computing to automate the
tasks of finding proofs or counterexamples using the aforementioned algorithmic framework. The platform, which we call
AITIP, is available at https://aitip.org. Since the service is currently running on a single-CPU machine on Google
Cloud, we have to limit the number of random variables n to
be ≤ 12, so that the available computational resources can be
shared by all users in a more reasonable way. For n ≤ 12,
the input inequalities can typically be proved or disproved in
a few minutes. To prove inequalities involving more random
variables, the users can download the source code available at
https://github.com/convexsoft/AITIP and run it
on their own machines.
IX. C ONCLUSION
Information theoretic inequalities play a crucial role in
various fields, therefore it is important to develop an automated
prover to automate the task of proving and disproving them.
In this paper we presented a novel theoretical framework for
proving and disproving information inequalities using linear
programming. By utilizing the l1 -norm heuristic for sparse
optimization, our proposed framework can also construct
the shortest proofs and the smallest counterexamples. The
sufficient conditions to manipulate the given inequality to
become true can also be identified by the framework. Lastly,
we proposed a scalable and efficient algorithm based on the
alternating direction method of multipliers to make the proving
and disproving of large scale information inequalities possible,
and we developed an online web service based on the AITIP
algorithm as a proof of concept.
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